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OVERVIEW 
The Office of Audit, Risk, and Compliance (OARC) conducts risk-based assurance engagements, policy 
compliance reviews, management advisory services, and investigations.  The risk-based assurance engagement 
is an objective examination of evidence to provide an independent assessment of governance, risk management, 
and the control systems within the university.  The objective of the policy compliance review is to ensure all 
senior management areas (even low risk) receive periodic reviews from OARC every five years to perform tests 
of compliance with major university business policies.  The nature and scope of management advisory service 
activities, developed through agreement with the client, add value and improve the university’s governance, risk 
management, and control processes without the internal auditor assuming management responsibility. 
 

RISK ASSESSMENT PROCESS 
Enterprise Risk Assessment (ERM) 
The university instituted an Enterprise Risk Management (ERM) initiative during fiscal year 2017-18 to provide 
enhanced visibility into the university’s risks and to align strategic planning with the resulting risk awareness.  
OARC facilitates the ERM program by working with university leadership to establish and maintain the framework 
for collectively identifying and assessing risks across the enterprise.  The ERM program intends to strengthen 
the university’s ability to achieve its mission and strategic objectives by: 

• Obtaining a holistic view of the most critical risks to the achievement of Virginia Tech’s mission and 
objectives; 

• Creating a risk-aware culture, including the management of risks to an appropriate level; 
• Improving focus and perspective on both internal and external risks and opportunities, including 

emerging risks and value drivers; 
• Enhancing decision making and alignment with strategic goals; and 
• Improving efficiency and optimizing allocation of resources through risk prioritization. 

 
University leadership provided feedback to the ERM process by identifying risks, assessing the risks in terms of 
likelihood of occurrence, significance of impact, and velocity of onset, all grouped by the categories depicted 
below: 
 
 
 
 
 
 
 
In order to maximize efficiency and engagement from university senior leadership, OARC leveraged this 
complimentary process as an element of the traditional annual risk assessment in support of audit plan 
development.  

ERM RISK CATEGORIES ALTITUDES OF RISK 
Strategic Systemic and Existential 
Financial Institutional 

Compliance Unit-Level 
Operational  
Reputational  
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OARC Audit Planning Risk Assessment 
University departments and administrative operations were grouped into approximately 175 auditable entities 
or responsibility centers based on common missions and the existing organizational structure.  For each 
auditable entity, OARC reviewed financial data, including expenditures, revenues, cash receipts, federal 
contracts and grants, and total employees.   
 
The relative risk was assessed on a judgmental basis for the following qualitative and quantitative factors. 
 

RISK FACTORS 
Quality and Stability of Control Environment 
Business Exposure (Materiality and Liquidity of Operational Resources) 
Public and Political Sensitivity 
Compliance Requirements 
Information Technology and Management Reporting 

 
Elements considered within these factors included: 

• Management’s awareness of internal controls; 
• Stability and expertise of management; 
• Interval since the last audit review; 
• Complexity of operations and technology applications; 
• Materiality or financial impact to the university; 
• Potential impact to reputation; 
• Impact of noncompliance with internal and external policy, procedure, regulatory, and statutory 

requirements; and 
• Reliance on information and management reporting 

for operating decisions, monitoring performance, 
providing services, and allocating resources. 

 
The chart depicts the results of the risk assessment 
classifications.  The risk assessment results were consistent 
with previous risk assessments conducted by OARC. 
 
IT Risk Assessment 
OARC has also created a university-wide information technology (IT) risk-based audit plan mapped to the ISO 
27002 standard, a best practice for developing and maintaining enterprise-wide IT security that is also 
referenced by university policies.  OARC consulted with key IT personnel to ensure that audit coverage is 
maximized and properly targeted.   
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The IT risk assessment is driven by the Center for Internet Security’s Top 20 Controls and Virginia Tech’s 
Minimum Security Standards, which lay the IT security foundation for the university.  OARC considers these 
controls and the relative risk of the decentralized computing environment as it identifies the topical audits in the 
plan.  Careful consideration is made to ensure coverage includes administrative, academic, and research 
computing.   
 
The IT audit approach includes a variety of topical audits to gain a better understanding of the university-wide 
environment instead of narrowly focusing on the performance of individual departments.  This approach also 
allows OARC to maintain current knowledge of the IT security and operating conditions in a dynamic industry 
through the constant evaluation and reassessment of planned audit engagements. 
 

CORE AUDIT PLAN 
OARC has identified certain critical areas for inclusion in the core audit plan to ensure that adequate coverage 
is provided over a reasonable time.  To obtain additional insight and to validate the plan, OARC management 
conducted one-on-one discussions with senior leadership to identify reputation factors, regulatory changes, 
organization shifts, new initiatives, and deployment of new systems or technology tools.   
 
The critical areas for core audit plan inclusion are: 

• Academic Units 
 

• Human Resources 
 • Auxiliary Enterprises and Athletics 

 
• Information Technology 

 • Campus Safety and Security 
 

• Off-Campus Locations  
 • Enrollment Services 

 
• Research 

 • Facilities and Operations 
 

• Student Services 
• Financial Management 

 
 

 
The core audit plan includes several multi-year audits that will allow for annual reviews of selected components 
of entities with high external compliance risk and complex operations.  These entities are University 
Scholarships and Financial Aid, Research, Human Resources, and Intercollegiate Athletics. 
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FISCAL YEAR 2021-22 AUDIT PLAN 
The audit plan focuses on delivering value to Virginia Tech with an emphasis on the following risk areas:  
strategic, operational, financial, compliance, and IT.  If new topics emerge during the audit plan period that 
require more immediate attention, reconfiguration of the plan can be undertaken to accommodate these 
changes.  The fiscal year 2021-22 audit plan includes 31 projects and OARC’s goal is to complete 85 percent of 
the audit plan.  As each audit is undertaken, risks will be re-evaluated to ensure proper audit coverage with 
consideration of confidentiality, integrity, and availability.  Annual expenditures and revenues referenced below 
reflect fiscal year 2019-20 data unless otherwise noted.   
 
Risk-Based Assurance 
Planned Engagement Overview Risk Area 
Agricultural Research and 
Extension Centers 

Agricultural Research and Extension Centers (ARECs) perform research on food and 
fiber systems, their impact on the environment, and their relation to the future needs 
of Virginia, the nation, and the world.  Eleven ARECs are dispersed throughout the 
state and are geographically separated from the main campus.  The expenditures for 
these ARECs exceed $16 million, including $6.5 million of sponsored research.  The 
last audit of two of these ARECs was in 2014. 

Operational –  
Off-Campus 

Locations 

Athletics * The Department of Athletics, an approximately $99 million enterprise, sponsors 22 
athletic teams at the NCAA Division I level.  OARC conducts various components of a 
complete audit of Athletics over a five-year period. 

Compliance – 
Athletics 

Biological Sciences Biological Sciences, within the College of Science, focuses on integrating world-
class research addressing the grand challenges of the 21st century, from global 
change to human disease, with preparation of the next generation of scientists.  
Biological Sciences had expenditures of $19 million, including $6.3 million of 
sponsored research.  The last audit of this department was in 2011. 

Operational – 
Academic 

Continuing and Professional 
Education 

As part of Virginia Tech Outreach and International Affairs, Continuing and 
Professional Education works with Virginia Tech teaching and research faculty, 
academic, government, and business leaders, as well as community partners to offer 
customized programs that achieve results.  Continuing and Professional Education 
programs are held regularly at nine locations around the Commonwealth and, in 
some cases, all around the world.  Continuing and Professional Education had $11.3 
million in revenue, which is $4m less than during the previous audit in 2014. 

Operational – 
Facilities and 
Operations 

Data Analytics: 
Administrative Operations 

Building on existing administrative analytical tools, this effort will seek to review 
large volumes of transactions, configurations, or other data elements that can point 
towards noncompliance with university policies.  We will work in concert with the 
relevant offices or data owners to help identify the signatures that would point 
toward potential concerns.  Ultimately our goal is to provide university management 
with relevant results to assist in their compliance oversight roles. 

Compliance – 
Operations 

Data Analytics: Possible 
Fraudulent Transactions 

With the move to remote and hybrid work operations, a number of standard internal 
controls have been altered or are no longer applicable.  This review will be a data-
driven review looking for inappropriate transactions.  

Compliance – 
Financial 

Management 
Data Analytics: Research 
Compliance 

Compliance with the complex and numerous research rules and regulations is of 
utmost importance for the university.  With over $550 million in research, it is 
important that the university use all the tools at its disposal to monitor its research 

Compliance – 
Research 
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Planned Engagement Overview Risk Area 
enterprise.  This effort will seek to review large volumes of research data to help 
identify potential noncompliance with significant research rules or regulations. 

Dining Services Dining Services manages twelve dining centers and is the largest single department 
on campus with over 2,200 employees during routine operations.  The award winning 
and nationally recognized unit serves approximately 7.5 million meals per year and 
manages approximately 19,000 dining plan holders with debit-style plans that can be 
used in any of the dining centers.  Dining Services expenditures equaled almost 
$56.3 million and total revenue equaled $64 million, comprising $8.2 million in cash 
receipts.  This review will include the new processes implemented to move to 
cashless operations, touchless payment methods, and kiosk ordering.  The last audit 
of this area was in 2017. 

Operational – 
Student Services 

Export and Secure Research 
Compliance 

The Office of Export and Secure Research Compliance (OESRC) supports the 
university's commitment to complying with export and trade sanction laws and 
regulations.  Violations of these laws are punishable by severe civil and criminal 
penalties and fines, including imprisonment.  This activity was last reviewed in 2015. 

Compliance – 
Research 

Fralin Biomedical Research 
Institute at VTC 

Located in Roanoke, the Fralin Biomedical Research Institute at VTC (FBRI) combined 
with the Virginia Tech Carilion School of Medicine comprise the entity known as 
Virginia Tech Carilion (VTC).  The institute focuses on diseases that are the leading 
causes of death and suffering in the United States, including brain disease, heart 
disease, and cancer.  Additionally, the COVID-19 analysis lab expanded public health 
lab testing capacity in Southwest Virginia, was selected as one of three labs to 
expand virus testing in Virginia, and has analyzed more than 100,000 samples since 
the lab opened less than a year ago.  Reporting to the Vice President for Health 
Sciences and Technology, FBRI had expenditures of $34.9 million, including more 
than $19 million in sponsored research, representing growth of 25% and 41%, 
respectively, since 2016.  The last audit of this institute was in 2017. 

Operational – 
Research 

HR: Compensation and 
Classification * 

Compensation Management is a wide-ranging activity within Human Resources 
including: in-band adjustments, interpreting and developing policy, pay strategy, pay 
structure, and role changes.  The HR classification activity refers to the coordination 
of distinct employment categories including faculty, staff, and wage.  Each of these 
classifications has their own policies and procedures governing conduct, pay 
structure, and benefits programs.  The activity was last reviewed in 2013. 

Operational – 
Human 

Resources 

IT: Data Privacy (FERPA, 
GDPR, HIPAA, Domestic, etc.) 

The university uses, collects, stores, and transmits a wide array of data.  This 
includes research data, academic records, medical information, financial data, and 
the personally identifiable data of faculty, staff, students, alumni, and others.  
Additionally, the university must be mindful of a long list of federal or external 
regulations including:  FERPA, HIPAA, GLBA, and GDPR.  Individual privacy elements 
have been previously reviewed, but the broader topic has not received a dedicated 
audit.  

Compliance – 
Information 
Technology  

IT: Endpoint Management The university has a large, and ever increasing, number of endpoints it manages.  The 
processes used to detect, provision, deploy, update, and troubleshoot endpoint 
issues is central to managing IT risk at the university.  Additionally, recent studies 
show that most successful breaches of networks begin at endpoints.  To address this 
risk, the university has developed Minimum Security Standards that require certain 
actions based on the relative endpoint risk rating.  This review will include the 

Operational – 
Information 
Technology 
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Planned Engagement Overview Risk Area 
guidance provided for endpoint management and the processes used throughout 
decentralized IT organizations to ensure compliance with these standards. 

IT: Network Security The university provides an extensive telecommunications and data network that 
accommodates tens of thousands of registered users connecting work and personal 
devices through wired, Wi-Fi, and virtual private network connections.  Additionally, 
the university operates a Restricted/Limited Access Network (RLAN), which provides 
more security for sensitive data.  The activity was last reviewed in 2017. 

Operational – 
Information 
Technology 

IT: Risk Assessment and 
Classification 

The confidentiality, integrity, and availability of information is of great importance to 
the university.  To address this risk, the university has established risk classifications 
for data and systems (including servers and applications).  This review will assess the 
manner in which the university, including its decentralized units, have conducted IT 
risk assessments and completed their data classification efforts. 

Operational – 
Information 
Technology 

Mechanical Engineering The Department of Mechanical Engineering is one of the largest departments within 
Virginia Tech with highly ranked academic programs.  Mechanical Engineering had 
approximately $36 million in general expenditures, of which $16.5 million is 
research expenditures.  A faculty member from Mechanical Engineering was 
involved with 20% of all patent applications filed by Virginia Tech during 2019-20.  
The department was last reviewed in 2012. 

Operational – 
Academic 

Police Department The Virginia Tech Police Department is a full-service, nationally-accredited police 
agency that provides the same level of service offered by municipal police 
departments, as well as other services unique to an academic institution.  Composed 
of approximately 50 sworn police officers and 15 support personnel, the department 
is responsible for the wellbeing of more than 50,000 students, employees, and 
visitors at Virginia Tech, 24-hours-a-day.  The department works closely with 
administrators, students, and employees to create and maintain a secure 
atmosphere and oversees the Virginia Tech Rescue Squad.   

Operational – 
Campus Safety 

and Security 

Research: Foreign Influence * The federal government continues to scrutinize researchers and their potential ties 
to foreign nations.  The university has deployed more training, resources, and 
disclosure requirements.  Additionally, the university must disclose foreign gifts and 
contracts above certain established thresholds.  This review includes processes 
deployed to inform our employees of their responsibilities, the effectiveness of the 
program, and the processes used to capture and report our foreign gifts and 
contracts. 

Compliance – 
Research 

School of Architecture + 
Design 

The School of Architecture + Design within the College of Architecture and Urban 
Studies is one of the highest ranking a+d schools in America.  In addition to the main 
campus, the school manages the Washington-Alexandria Architecture Center, the 
Steger Center for International Scholarship based in Switzerland, and has semester-
long residency programs based in Chicago as well as other study abroad 
opportunities.  The school had expenditures of $13 million, including $115 thousand of 
sponsored research.  The last audit of this department was in 2011. 

Operational – 
Academic 

Service Centers The university establishes service centers to provide goods and services to 
university departments with incidental use to outside customers.  Service centers 
provide unique, convenient activities that are not readily available from external 
sources.  Service centers are governed by a university policy that includes certain 
procedures to ensure they are meeting their established purpose and are operating 

Operational – 
Financial 

Management 
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Planned Engagement Overview Risk Area 
in compliance with certain laws and regulations.  Service centers were last reviewed 
as a portion of broader audit in 2013. 

Title IX Compliance Maintaining a campus free of sex discrimination, including sexual misconduct and 
sexual harassment, is important for all students and employees.  Title IX of the 
Education Amendments prohibits discrimination on the basis of sex in any 
educational program or activity that receives federal financial assistance.  
Significant change has occurred in the federal guidance within this area.  Although 
external reviews have occurred, this topic has not previously received a dedicated 
review.   

Compliance – 
Campus Safety 

and Security 

University Scholarships and 
Financial Aid * 

The Office of University Scholarships and Financial Aid (USFA) supports the 
university’s student access, enrollment, and retention goals by providing the 
financial means to encourage economic, social, cultural, and academic diversity in 
the student body.  USFA provided or monitored approximately $538 million in student 
financial assistance.  A complete audit of the various activities within USFA is 
performed over a four-year period. 

Compliance – 
Enrollment 

Services 

Vendor Contract 
Administration 

The university routinely executes and maintains many contracts for goods and 
services.  This review will select several strategically important contracts and ensure 
the contract terms are being met and the responsible unit is appropriately monitoring 
its execution.  While the specific contracts may not have been previously reviewed, 
overall contract administration was last reviewed in 2016.  

Operational – 
Financial 

Management 

 
* Entity receives an annual audit on different components of their operation. 
 
University Policy Compliance Reviews 
OARC will continue its program of limited scope reviews of senior management areas.  These reviews evaluate 
major aspects of a department’s administrative processes using internal control questionnaires and limited 
testing that provides broad audit coverage ensuring compliance with university policies on campus. 
 
Planned Engagement Overview Risk Area 
Senior Vice President and 
Chief Business Officer 
(SVP&CBO) 

The Office of the SVP&CBO is responsible for the financial, administrative, physical, 
technological, and operational infrastructure of the university.  This review will 
include this office and the following areas it oversees: Business Affairs; Human 
Resources; Equity and Accessibility; Policy and Governance; and Security and Safety. 

Operational 

University Libraries University Libraries comprise the Newman Library and four other branch libraries.  
The mission of the library is to provide and promote access to information resources 
for the achievement of the University’s objectives in teaching, learning, research, 
creativity, and community service.  The Libraries provide the following services in 
support of the mission: collection management, electronic resources such as 
databases and full-text journals, electronic theses and dissertations, courier 
services, inter-library loan, special collections, photocopy services, reference, and 
other technical services.  The last policy compliance audit in this area was in 2016. 

Operational 

Vice President for Campus 
Planning, Infrastructure, and 
Facilities 

The Campus Planning, Infrastructure, and Facilities division provides safe, inclusive, 
accessible, sustainable, mission-centric, partner-focused, and cost-effective 
spaces that preserve, foster, compliment, and advance Virginia Tech’s distinct 

Operational 
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Planned Engagement Overview Risk Area 
senses of place and service.  The division is comprised of more than 500 highly 
skilled and talented team members.  Offices include Capital Construction, Facilities 
Operations, Real Estate Management, Sustainability, University Building Official, 
University Planning, Utilities, Energy, Engineering, and Assessment.  The last policy 
compliance audit of this area was in 2015. 

Vice President for Finance The finance division provides the primary support to university leadership in 
identifying, obtaining, and allocating the resources needed to achieve the 
university’s mission and the goals and objectives of the university’s strategic plan.  
Offices include Budget and Financial Planning, Bursar, Capital Assets and Financial 
Management, Controller, Finance Information Technology, Hokie Passport, 
Procurement, Risk Management, and the University Treasurer.  The last policy 
compliance audit of this area was in 2017. 

Operational 

Vice President for Outreach 
and International Affairs 

The Vice President for Outreach and International Affairs (OIA) supports the 
university's engagement mission by creating community partnerships and economic 
development projects, offering professional development programs and technical 
assistance, and building collaborations to enrich discovery and learning within the 
Commonwealth and throughout the world.  OIA leads Virginia Tech's presence on five 
continents, regional research and professional development centers across the 
Commonwealth, and Blacksburg-based centers.  The last policy compliance audit of 
this area was in 2017. 

Operational 

 
Management Advisory Services 
Planned Engagement Overview Risk Area 
Effort Reporting System Effort reports, or personnel activity reports, are the mechanism the university has 

deployed to show compliance with federal regulations and sponsoring organization 
conditions regarding compensation charged to sponsored research awards.  The 
university is deploying a new electronic system to capture effort reporting that 
replaces a current manual process.  This advisory will include reviewing the system 
implementation, the training and guidance provided, and updates to relevant policies 
to ensure the university is fully addressing this critical compliance risk. 

Compliance– 
Financial 

Management and 
Research 

Partnership for an Incentive 
Based Budget 

The Partnership for an Incentive Based Budget (PIBB) connects resource allocation to 
the achievement of established benchmarks with a goal of improving the university’s 
overall educational quality.  This advisory project will review the PIBB model for 
responsiveness in the current economic situation. 

Operational – 
Financial 

Management 

Schiffert & Cook Counseling: 
Funding Model 

The university has an interest in reviewing the possibilities and complexities of 
medical billing within the Schiffert and Cook Counseling centers.  This review is 
intended to assess the models and assist management in weighing them against the 
potential financial and compliance risks.    

Operational – 
Financial 

Management 

 
Special Projects and Annual Audit Activities  
Activity Overview 
Special Projects Investigate fraud, waste, and abuse allegations. 
Annual Audit Activities 
(Follow-up, Inventory) 

Conduct follow-up audit procedures to ensure that management is implementing controls as described 
within their responses to audit report recommendations.  Assist management with year-end inventory 
counts for financial statement verifications. 
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Activity Overview 
External Audit Coordination Manage and serve as the liaison for all external audit services, including contracted and regulatory-

imposed audits. 
Quality Assurance As part of the quality assurance and improvement program (QAIP), an external quality assurance review 

(QAR) that covers all aspects of the internal audit activity will be conducted to assess operations and 
practices in conformance with professional standards. 

 

AUDIT RESOURCES 
The fiscal year 2021-22 audit plan is based on professional staffing of 13 full-time equivalents (FTEs), with two 
positions currently vacant.  Staffing will continue to be augmented by the continuation of the student internship 
program in which 2-3 Virginia Tech students are employed.   
 
Approximately 75 percent of OARC’s available resources are committed to the completion of planned audit 
projects, management advisory reviews, and investigations.  The annual audit plan is designed to provide 
appropriate coverage utilizing a variety of audit methodologies, including audits of individual units, functional 
and process audits, university-wide reviews, and information system projects.  OARC conducts follow-up audit 
procedures throughout the year to ensure that management is implementing controls as described within their 
responses to audit report recommendations.   
 
Audit resources are allocated as follows: 

• 57 percent of OARC’s available resources are committed to the completion of planned audit projects and 
follow-up audit procedures. 

• 10 percent to accommodate requests from management and consultations with university departments. 
• 8 percent to conduct investigations into fraud, waste, and abuse allegations. 
• 10 percent for employee professional development, internal quality improvement projects, and other 

internal administrative functions. 
• 15 percent for compensated absences such as annual, sick, and holiday leave. 
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AUDIT PLAN MAPPED TO ERM 
As part of the ERM program, university leadership has identified key residual risks across six thematic areas.  
The graphic below depicts how planned projects will provide audit coverage of enterprise risks.  
 

 


